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The article substantiates the relevance of the
measures’ system implementation for the
formation of the commercial information protection
market in Ukraine. Models of information security
processes in computer systems, which allow to
determine (evaluate) the general characteristics
of the noted systems and processes; the main
means, methods and directions of commercial
information protection, as well as the problems
of protecting information in enterprises are
reflected in the article. The need to create
different protection systems using mathematical
models and methods for protecting commercial
information in an entrepreneurial environment
has been investigated. Necessity of creating
an organizational and economic mechanism
for providing the enterprise information security
is proved. Specialized anti-bullying software,
employees monitoring programs, for example,
the American company Spector Soft Corporation,
is proposed to use against insiders.
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B cmambe 060CHOBaHa aKkmyasibHoCMb BHeE-
dpeHusi cucmemsl Meporipusimud 1o ¢hopmu-
POBaHUIO PbIHKA YC/ye 3auumbl KOMMeEpYe-

cKoll uHghopmayuu 8 YkpauHe. PaccMompeHb!
MOOe/Iu  MpoYeccos  3aumel  KOMMePHeCKoU
UHGhopMayuu B8 KOMIMbIOMEPHbIX cUuCMemax,
Komopble M038o/1silom  onpedenisims  (OyeHu-
Bamb) 06wWUe Xapakmepucmuku OmMMeYeH-
HbIX cuCmeM U MpPOYEeCccos; OCHOBHblE Cped-
cmsa, Memodbl U HarpagieHusi 3aujumbl
KOMMep4eckoll UHghopmayuu, a makxe npo-
6/1emMbl 3aWUmbl UHGhopmayuu Ha npeonpusi-
musix. MiccredosaHa nompebHoCcmb 8 co30aHUU
pasHbIX cucmeM 3awjumbl C UCMO/b308aHUEM
Mamemamuy4eckux mooeneli u Memodos npo-
Yeccos 3aujumbl KOMMepHeckol UHghopmayuu
B yC/108USIX NpedrpuHUMamesiscmsa. [jokasaHa
HeobxoduMocmb  CO30aHUS  OpeaHU3ayUOHHO-
3KOHOMUYECKO20 ~ MexaHu3ma  obecreqeHust
UHghopmayuoHHol  6esonacHocmu  rpeonpu-
ssmusi. [ns 6opsbbl ¢ uHcalidepamu npeoso-
XKeHbl  CreyuaIu3uposaHHoe  rpo2pamMmMHoe
obecrnedeHue aHmMUWINUOHCKO20 rpedHasHaqe-
HUSI, MpoepamMMbl MOHUMOPUHaa COmpPyOHUKOB,
Hanpumep amepukaHckas kamnaHus “Spector
Soft Corporation”.

KnioueBble cnoBa: 3awjuma UHgopmayuu,
Mamemamuyeckue Memoobl, Mode/IU, KoMMep-
yeckasi desimesibHOCMb, npednpusimue, uHcal-
dep, npoepammHoe obecreyeHue.

Y cmammi sidobpaxxeHO MOOei MPOUECi8 3axucmy iHghopmayii 8 KOMITIOMEPHUX cucmemax, siki daromb 3Mo2y BU3HaYamu (OyiHBamu) 3a2asibHi
Xapakmepucmuku 3a3HadyeHux cucmem i npoyecis. OCHOBHe MpU3HaYeHHs 3a2a/lbHuX Mooesiell Mosisi2ae y CMBopeHH nepedymMos 07151 06'eKMUBHO20
OUiHIOBaHHS1 3a2a/1bH020 CmaHy KOMIM''MEPHOI cucmemu Wodo 3axo0is Bpas/IuBoCcmi abo pisHs 3axuwyeHocmi iHghopmayii 8 Hitl. Po32/1siHymo OCHOBHI
3aco6u, Memoou U HanpsiMu 3axucmy KOMepyitiHoi iHghopmayji, cyYacHi npobaemu 3axucmy iHgbopmayii nidnpuemems. JocaioXeHo CymHiCmb MOHSIMb
«iHghopmayiliHa be3neka», «iHghopmayiliHa besnexa nionpuemcmsa». KnacughikosaHo OCHOBHI dxepesia ma cyb’ekmu 3a2pos3, Memoou U 3acobu
wWodo ycyHeHHs1 3a2po3 07151 iHghopmayiliHux cucmem. [JosedeHo HEOBXIOHICMb CMBOPEHHSI Op2aHi3ayiliHO-eKOHOMIYHO20 MexaHi3My 3abe3reqeHHs!
iHghopmauitiHoi 6e3rnexu nionpuemMcmsa. [oc/idxeHo nompeby CMBOPEHHST Pi3HUX cUCMeM 3axucmy 3 ypaxysaHHsIM BUKOPUCMaHHs MameMamu4HUX
Modesnieli ma mMemodig rpoyecis 3axucmy KoMepuitiHoi iHghopmayii 8 ymosax nionpuemcmsa, ocobausocmeli ma yMos iXHb020 ¢hyHKUIOHYBaHHSI.
Po32/15IHymo OCHOBHI 3ac06U, MEMOOU ma HarnpsiMu 3axucmy MapkKemuHeoBoi iHghopmaujii, a makox BUCBIM/IEHO peay/itoBaHHs Ub020 NUMaHHs Ha
OepxxasHOMY pigHi. 3anpornoHoBaHo cucmeMy 3axo0i8 3 ¢hopMyBaHHSI PUHKY MOC/Iye i3 3axucmy KoMepyiltHoi iHghopmauyii 8 Ykpaiti. BudineHo yiny
HU3Ky Oxepes 3a2po3 iHghopmayjiliHili 6e3neyi cy4yacHo20 nionpueMcmsa. BusHayeHo cy6'ekmu, 3 60Ky sKUX MOXe 6ymu 3a2posa iHghopmayitiHum
cucmemam ridnpuemcmsa. 3p06/1eHO BUCHOBOK, WO 3 02/1510y Ha MOWUPEHHSI iHghopMayitiHUX mexHo/10aitl y MOBCSKOEHHOMY XXUMmMmi KOXHa /iloduHa
dedaii yacmitue cmukaembCsl 3 HEOBXIOHICMIO 3axucmy KoMepyitiHOT iHghopmayii, momy numarHs iHghopmayitiHoi 6esreku cmae makum BaXx1usuM ma
akmyasibHUM. os’si3aHo ye 3i 3pocmaHHSM Mox/ausocmel 064UC/IH0Ba/IbHOT MEXHIKU, ade Po3BUMOK 3acobis, Memodis ma ¢hopm asmomamusauil
rpoyecis 06pobsieHHs1 iHGhopMmayii pobums iHghopmauito Habaeamo Bpasausiworo. s 6opomb6u 3 iHcalidepamMu 3anporoHoBaHo crieyjasisosaHe
npozpamHe 3abe3neyeHHs1 aHMuULy2yHCbKO20 MPU3HaYEHHSI, Mpo2pamu MOHIMOoPUHaY CriBPOBIMHUKIB, HarpuK/1ad amepukaHcbka KamnaHis “Spector
Soft Corporation”.

KniouoBi cnoBa: 3axucm iHgbopmayjii, MamemamuyHi Memodu, Modesti, KomepyiliHa disi/ibHicmb, MionpUeEMCcMBO, iHcalioep, npogpamMHe 3abe3rne4eHHs.

Formulation of the problem. Problems in provid-
ing information security in the modern world are grow-
ing in the same way as increasing threats, such as
unauthorized destruction, replacement, copying, block-
ing of the authorized data access. Therefore, the infor-
mation that organizations, firms or corporations own
and use needs to be constantly protected. Recently the
development and implementation of new methods and
technologies for the processing, transmission and stor-
age of information has considerably increased, which
has caused the globalization of telecommunication net-
works. The rapid deployment of new generation net-
works contributes to the role and importance of provid-
ing information security, which is an integral part of the
enterprise’s business, conducted in a new way.
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Common models of processes for protecting com-
mercial information in computer systems are those
that allow us to determine and evaluate the general
characteristics of these systems and processes.

The purpose of general models is to create the
prerequisites for an objective assessment of the com-
puter system general state in terms of vulnerability
degree or information security level in it.

The need for such assessments appears in the
analysis of the general situation in order to develop
strategic decisions in the organization of information
protection [7, p. 154].

Analysis of recent research and publications.
A large number of scientific achievements of native
scholars should be noted among the most important
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studies covering various aspects of the information
society formation and information security in its gen-
eral meaning. Among them there are O. Baranov,
V. Behma, K. Bieliakov, V. Bakumenko, V. Havlovskyi,
I. Havrylov, V. Herasymenko, O. Hladkivskyi, M. Hut-
saliuk, V. Domariev, M. Zhulynskyi, L. Zadorozhna,
O. Zinchenko, V. Malinko, V. Malynovskyi, D. Olshan-
skyi, V. Petryk, V. Popoy, O. Laktionova, H. Lazariev,
A. Marushchak, V. Tsymbaliuk, M. Shvets. The for-
eign scholars N. Wiener, B. Rolker, L.J. Hoffman,
C. Shannon should also be mentioned.

Setting task. The aim of the article is to define from
the theoretical point of view the notion of the enterprise
information security in accordance with modern tenden-
cies of the newest management technologies introduc-
tion, to substantiate the priority tasks, which are aimed
to preserve and protect the information in telecommu-
nication networks of general use. The usage of math-
ematical methods and models of information security
also is to be considered. The principles concerning
organization of the enterprise telecommunication net-
works information security is to be substantiated.

Presentation of the main research material.
To achieve market success, the company needs rel-
evant, reliable and exhaustive information about cus-
tomers, competitors, suppliers, and intermediaries.
The value of the information is in creating the precon-
ditions for gaining competitive advantages, helping to
reduce the level of commercial risk, to determine and
take into account changes in the surrounding busi-
ness environment.

Taking into account that commercial information,
is defined as a collection of data, messages, infor-
mation, characterizing the business environment,
objects, phenomena, processes, communications
that need to be collected, transmitted and processed
to make managerial decisions [11, p. 5], it is identi-
fied as the resource. Many scholars [11, p. 7] apply
a resource approach to the notion of information.
Therefore, for each firm it is important to maintain
competitive advantages on the market, which is the
guestion of confidentiality that is the protection of
information from the opponents.

One can distinguish a number of the threats
sources to a modern enterprise information security:

— illegal activity of some economic structures in
the field of the formation, dissemination and informa-
tion usage;

— violations of established rules on information
collecting, processing and transferring;

— intentional actions and unintentional mistakes
of information systems personnel;

— errors in the information systems design;

— hardware and software failures in information
and telecommunication systems, etc. [8].

It is also necessary to take into account that the
threat to information systems of the enterprise may
come from the following entities:

— employees of the enterprise using their offi-
cial position (when the legal rights of the position are
used for illegal transactions with information);

— employees of the enterprise who are not enti-
tled by virtue of their official duties, but who have
unauthorized access to the confidential information;

— persons who are not connected by the current
employment agreement (contract).

Unfortunately, one of the most important threats
to companies from the point of view of information
security is their own employees, who are called
insiders. Insiders are employees who deliberately,
due to negligence or ignorance, cause the leakage
of confidential information to which they have access
in order to perform their official duties. The great-
est damage is caused by those who sell data to the
competitors of the company. To struggle with this,
there is specialized anti-scam software, employee
monitoring program; for example, the Spector Soft
Corporation [5] developed the Spector 360 product,
which is intended for centralized employee monitor-
ing. The anti-insider program explores how employ-
ees use their computers and the Internet. Spector
360 allows you to inspect the entire organization
through graphic charts.

In addition, we will analyze the concept of “infor-
mation protection”, which is understood in the work
[10, p. 67] as a set of measures for providing the
physical integrity of information, preventing unauthor-
ized changes and getting data and its characteristics
are data reliability, confidentiality, integrity and avail-
ability of information.

Information security is safety (state of safety) of
the individual, society and state basic interests in the
field of information, including information and tele-
communication information infrastructure and the
actual information and its parameters, such as com-
pleteness, objectivity, accessibility and confidentiality.

The tasks of the information system (IS) protecting
can be divided into several levels, namely:

1) well-timed provision of decision-making pro-
cesses with reliable information on the basis of data
entered into the IS data:

— sufficient data completeness;

— the initial data authenticity;

— sufficient speed of decision-making;

— availability;

— the response guarantee after receiving the
request;

2) the enterprise’s competitiveness providing:

— confidentiality saving;

— the intruder misinformation.

All this complex will enable to form a commer-
cial information protection system as a software and
hardware complex, into which anti-insider program
should be included.

Among the key areas of information security in IS
there is the technical protection of information, which
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is divided into two major classes, namely: information
protection systems from unauthorized access (UAA)
and information protection systems from leakage
through technical channels.

UAA protection is carried out in different compo-
nents of the IS:

1) applied and system software;

2) hardware part of the workstations servers;

3) communication equipment and communication
channels;

4) the perimeter of the IS.

The protection of information, providing informa-
tion security should be of a systemic nature, that is,
different means of protection should be applied simul-
taneously and under common control.

The information protection objectives in the sys-
tem can be represented as an organization of optimal
functioning.

In this case, the concept of optimal functioning
can be formulated in accordance with statements
of optimization tasks: for given resources to ensure
maximum results, or provide the desired result with
minimal costs [6, p.230].

Fig. 1 shows a general model of the choosing
information security systems process.

The model uses the following notation:

— C is the financial means, which the opponent
possesses;

— {L} is multitude estimates of system losses, in
case of successful implementation of information threats;

— {LZ} is multitude estimates of system losses in
the case of information protection means application;

— {MR} is multitude system resource usage
parameters;

— {P} is multitude violators;

— T is time, which an attacking party has for real-
ization of the threats;

— {TS} is technological
scheme;

— {U} is multitude information threats;

— {Z} is multitude means of information protec-
tion;

— r is vector of information protection means
usage in the system.

We formulate the tasks that must be solved for
the information system protection means choice
[6, p. 235]:

— to develop a model for the functioning of the
system and a model for using its resources;

— to build a model of a probable opponent, evalu-
ate his capabilities;

— to develop a model of system information
threats;

— to develop a model for estimating losses.

Based on the opponent capabilities, as well as on
the model of threats, it is necessary to build a reliable
model for allocating resources to protect information.

Let us study the formal description of each of
these models [3, p. 54].

The model of the system functioning can be for-
mally represented as a function:

F - {TS}, 1)
where {TS} is a formal description of the system
functioning technology.

system functioning

System resource
Model of the system usage model
functioning
T {TS} {MR}
{MR}
/ {MR} {Ts}
Y Y
XM {u}

Model ¢ }; Threat model »|  Model of losses

of the opponent (P)T estimation

{XM},T,{\

- / {LL{LZ}

Resource allocation
model given out
for protection

l {}

Fig. 1. The general model of the choosing information security means process
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The information processing system will act as the
output data function.
The result of this function is a formal description of
the system’s operation technology.
The system resources usage model is a function of:
F{TS}) - {MR}. 2)
where {MR} is a formal description of the resources
used by the system at various stages of information
processing.
The model of the opponent represents the follow-
ing function:
F {TSH{MR}) - ({P}L.C, T{XM}). 3)
where {P} is multitude of intruders categories;
{XM} is multitude means for realization of the oppo-
nent's destructive actions; C is the opponent’s finan-
cial capabilities; T is time, which is at the disposal of
the attacking party.
The threat model describes the following function-
ality:
FUMR}{TS}) - {U}, 4)
where {U} is formally described multitude system
information threats.
The model of possible losses estimation is
described as follows:

FUTS}{MR}L{U}) - ({L}{LZ}). ©)

where {L} is system losses caused by the threats

successful implementation; {LZ} is system losses
caused by the use of information security means.

Distribution model of resources allocated to pro-
tect information:

FUUMLIMLZLXML{PH{ZLT.C) - ().  (6)
where {Z} is multitude means of information pro-
tection.

The order of models interaction. At the first stage,
a model of system operation is being developed. The
results of this phase will be used in all subsequent
information security processes models. The function-
ing system technology is the result of simulation.

After obtaining a description of the system func-
tioning technology, it is necessary to determine
the system resources, that is, to determine what
resources are used by the system for solving the
problems of processing information. Then, it is nec-
essary to describe the resources use scheme. After
that, this scheme is needed to determine the possible
objects of intruders’ attacks, as well as in the informa-
tion leakage channels formation, etc. [7, p. 165].

The next step is to develop an opponent’s model.
This requires the results of the previous stages: the
operation technology and the resources use scheme.

The above data will help to classify a poten-
tial opponent, which in its turn will allow building an
adequate information security system in the future.
The multitude of attacker’s possible categories is the
result of building an opponent’s model. After the end
of the previous stage, a model of information threats

is formed. The starting point for simulation will be
the technology of the system’s operation and the
resource’s usage scheme.

The result of this stage of simulation is a list of
threats to the information system, as well as ways to
implement them.

Each item in the list must contain information
about the categories of attackers who can implement
the specified threat.

In addition, the properties of information that will
be violated in the event of a successful threat imple-
mentation should be specified.

After getting the list, it is necessary to build models
for estimating losses. To do this, it is necessary to
calculate estimates of possible losses that the system
may incur for each threat from the list. The starting
point for building such a model is the technology of
the system’s operation, the scheme of the resources’
usage, as well as the list of threats to the information
system. The list of possible losses is the results of
simulation.

Despite using these methods, ensuring informa-
tion security of an enterprise at an appropriate level
is possible only when the information component of
economic security is considered as an integral part of
the enterprise management process.

The system approach to the analysis of finan-
cial and economic security involves consideration of
economic and production activity as a multi-layered
structural system. It is based on the studied object
integrity principle, that is, the study of its properties as
a whole, since the whole (system) has such qualities
that none of its constituents possess (see Fig. 2).

The financial and economic security system has
all the properties of the cybernetic system, in particu-
lar the availability of information channels between
its individual elements; multivariate behavior of the
system; manageability and purposefulness of the
system [9]. The system approach provides the study
of as many connections between elements of the sys-
tem and the objects of the environment as possible,
to identify and analyze the most significant of them.
One of the main problems of applying a systematic
approach to the entrepreneurship economic security
study is the correct system specification, the identifi-
cation of all its essential elements and the establish-
ment of the whole set of relationships between them.

Experience shows that virtually every enterprise
has antivirus protection, user authentication systems,
access control systems for the information system,
etc. That is to say, the potential of protective means is
present, but it is not fully realized by enterprises. The
overwhelming majority of requirements of information
security standards can be realized by means of pro-
tection available to firms [8].

Thus, the comprehensive provision of automated
systems information security is a collection of cryp-
tography, software, hardware, technical, legal, orga-
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Fig. 2. The entrepreneurship economic security system

nizational methods and means of ensuring the pro-
tection of information when it is processed, stored
and transmitted using modern computer technology
[2, p. 45]. A modern enterprise should be able to for-
mulate an information security policy properly, that is
to develop and implement a set of measures for the
protection of confidential data and information pro-
cesses effectively. Such policy provides appropriate
requirements for personnel, managers and technical
services [2, p. 49].

It is important to define the stages of building an
information security policy, namely:

— the registration of all resources to be protected;

— the analysis and creation of a possible threats
list for each resource;

— the assessment of each threat occurrence
probability;

— the use of measures that allow cost effective
protection of the information system [1, p. 356].

In order to provide the whole protection of the
commercial information, it is necessary to develop a
system of measures for the formation of the informa-
tion security market in Ukraine, namely:

— a program that minimizes the risks of deliber-
ate and accidental leakage of corporate information

— when collecting, transmitting confidential data
it is necessary to use encryption technologies;

— the methodical approaches to the organiza-
tion of the information security services monitoring
market.

Conclusions from the study. Thus, the use of
information technology greatly improves the effi-
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ciency of processes, reduces the cost of their imple-
mentation, but leads to new threats to the enterprise
operation. While implementing a systemic approach
to information security of an enterprise, one should
follow the principles of confidentiality, integrity and
availability of information, which will improve its effec-
tiveness. Provision of information security should be
considered as an integral element of the enterprise
management process.

The analysis of existing information security
tools has shown that commercial systems should
be based on all types of information security mea-
sures, including: protection against insiders, security
and fire alarm, digital video surveillance, control and
access control to the system, which are regulated
by the legislative Levels of the Law of Ukraine. Such
means should ensure identification and authentica-
tion of users, authority distribution to the system
access, registration and recording of attempted
unauthorized access. One of the most important
components of this process should be a quali-
fied choice of information protection means, which
should begin with the identification of the main list
of threats, the choice of security measures and the
existing means of protection, implementation and
the information security testing.

After completing all of the above steps, the solu-
tion to the problem of choosing information security
means is being solved. The result is a binary vector of
known information security tools [4, p.118].

The result of the above is an algorithm for solving
the problem of information protection means choos-
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ing. When constructing this algorithm, it is necessary
to take into account such a circumstance: because
of the high significance of each of the simulation
stages, as well as the high price of making an incor-
rect decision, it is necessary to provide the possibility
of repeating some simulation steps if necessary.

Thus, building a system for information security is
a complex and time-consuming process that requires
the use of a wide range of knowledge on information
security and is an absolute necessity of the present
and a guarantee of a commercial information protec-
tion high level in the future.
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THE MATHEMATICAL MODELS AND METHODS OF COMMERCIAL INFORMATION
PROTECTION PROCESSES USAGE IN THE BUSINESS ENVIRONMENT

The purpose of the article. The problem of security without information, so that information with the help
of volunteers, organizing organizations, firms, corporations and consuming pushes.

Models of information security processes in computer systems are reflected in the article. They are named
so, as they allow determining (estimating) the general characteristics of these systems and processes. The
main purpose of common models is to create the prerequisites for an objective assessment of the computer
system general state in terms of vulnerability or security level of information in it.

Methodology. The basic means, methods and directions of the commercial information protection, modern
information security problems of enterprises are studied. The essence of the information security concept, the
enterprise information security is investigated. The main sources and entities of threats, methods and means
for eliminating threats to information systems are classified. Necessity of creating an organizational and eco-
nomic mechanism for providing the enterprise information security is proved.

The need to create different security systems was investigated, taking into account the use of mathematical
models and methods of processes for protecting commercial information in the conditions of the enterprise,
features and conditions of their operation. The main means, methods and directions of marketing information
protection are considered. The regulation of this issue at the state level is highlighted. A system of measures
for the market formation of a commercial information protection in Ukraine has been proposed. A number of
threats sources to the information security of a modern enterprise are highlighted. Subjects by whom there
may be a threat to the enterprise information systems are determined.

It is concluded that from the perspective and spread of the information technologies usage in everyday life,
every person is increasingly faced with the need to protect commercial information, which is why the issue of
information security becomes so important and relevant. It is connected to the growing capabilities of com-
puter technology. After all, the development of tools, methods and forms of information processing automation
processes make information much more vulnerable. Specialized anti-bullying software, employees monitoring
programs, for example, the American company Spector Soft Corporation, is proposed to use against insiders.

The notion of “information protection” is analyzed, under which in the work of V. Pasichnyk, P. Zhezhnych,
R. Kravets, A. Peleshchyshyn, D. Tarasov “Global Information Systems and Technologies: Models of Effective
Analysis, Processing and Data Protection”, is understood as a set of measures to ensure the physical integrity
of information, prevent unauthorized changes and data acquisition, and its characteristics are data reliability,
confidentiality, integrity and information availability.

The tasks of the information system protection distributed at several levels were defined.

The purpose of the information security is to determine the system which can be provided as an organiza-
tion for optimal functioning.

Results. The conclusions are that the use of information technology significantly improves the efficiency of
processes, reduces the cost of their implementation, but causes new threats to the operation of the enterprise.
Implementing a systemic approach to information security of an enterprise should adhere to the principles of
confidentiality, integrity and availability of information, which will improve its effectiveness. Provision of infor-
mation security should be considered as an integral element of the enterprise management process.
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